
Whys and wherefores – illegal
provision under Chinese law
ChinaWhys’ US/British founders sent to prison for illegally obtain-
ing personal data. Industries that provide services to the public
are at risk. By Scott Livingston and Graham Greenleaf.

In August 2014, Briton, Peter
Humphrey, and his wife, natu-
ralised American citizen, Yu

Yingzeng, were convicted by a Chi-
nese court for violating the PRC
Criminal Law’s prohibition on ille-
gally obtaining the personal informa-
tion of others. The couples’ imprison-
ment provides a warning to
companies operating in China on the
dangers of falling foul of the country’s
increasingly comprehensive personal
information and data privacy laws. At
the same time, the Humphrey case
also points to the ongoing risk of
political interference in legal processes
in China, further underscoring the
need for companies to develop

 internal policies and practices in full
compliance with national laws. 

In this article, we look at how the
PRC Criminal Law’s personal infor-
mation protection provision, Article
253(a), has been interpreted since its
introduction in 2009. We begin with a
brief account of the history of the
Humphrey case, followed by an
examination of Article 253(a) and its
subsequent interpretation in the
Humphrey and other cases.

qeberjmeobv `^pb
The Humphreys ran a Shanghai-
based investigation and advisory firm,
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New EU Commissioner for
DP starts work in November 
Vera Jourová is just one of the three European Commissioners
with data protection responsibility but she is the one who will be
dealing with the current negotiations on a day-to-day basis. As
Jourová is not experienced in data protection, she needs to grasp
the issues quickly as she wishes to complete the talks on the Regu-
lation within six months (p.15). In terms of Safe Harbor, the EU is
still waiting for answers (p.26). 

The DPAs have been increasingly active in organising themselves
into various groups according to issues and geographical location.
The DPAs of Commonwealth countries recently met in Mauritius
(p.11), where the international DPAs held their annual conference.
Discussion on the EU One Stop Shop, now more realistically
called the Lead Data Protection Authority, shows that there are
still unresolved issues but as long as the DPAs trust each other, the
concept could work well in practice (p.6). The Mauritius confer-
ence also issued a resolution on international enforcement cooper-
ation, which will enhance the DPAs’ ability to investigate data
breaches that impact individuals across borders (p.8). Of course, all
this will save resources as duplication of work is diminished. 

On the subject of resources, there is good news from Belgium and
Ireland. In Belgium, the first ever Privacy Minister has been
appointed, and in Ireland the government is expected to increase
the budget of the new Data Protection Commissioner, and has
decided to open a new office in Dublin in addition to the current
office in Portarlington. The office was originally in Dublin but was
moved out of the capital in 2007 as part of a government plan to
reduce the concentration of government offices there.

As always, we are grateful to our many correspondents, in this
issue ranging from a Japanese Internet company to the UK Infor-
mation Commissioner’s Office, and writing about a variety of top-
ical issues: the African Convention on data privacy (p.18), the
Right to be Forgotten in Japan (p.27), cloud computing – compar-
ing US and EU approaches (p.22), cookie rules in Italy (p.16),
criminal law enforcement of privacy in China (p.1), and the Asian
privacy scholars’ conference (p.29). 

Laura Linkomies, Editor
PRIVACY LAWS & BUSInESS 
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Multinational organisations
adopting cloud computing
face different privacy issues

in the US and in the EU because the
approach to privacy dramatically
diverges in these jurisdictions. Our
paper, “Something’s got to give” –
Cloud Computing as Applied to
Lawyers – Comparative Approach US
and EU and Practical Proposals to
Overcome Differences,1 sketches the
major differences between the two
approaches and highlights some critical
points to consider.

The two approaches originate per-
haps from philosophical or historical
reasons. While Europe has a general
data protection law (currently based on
Directive 95/46/EC but soon governed
by the proposed new EU DP Regula-
tion), which comprehensively regulates
the collection, processing, transfer, and
deletion of data, the US does not.  

All the 28 EU members are bound
by the European Commission’s finding
of “adequacy”.2 The Safe Harbor
framework also applies to cloud
providers located in the US. 3 The EU
Article 29 Working Party has clarified
that the Data Protection Directive
“applies in every case where personal
data are being processed as a result of
the use of cloud computing services.”
(Opinion 05/2012) 

While adherence to American pri-
vacy law when using cloud services
basically means compliance with data
breach laws (except in certain indus-
tries, see e.g. healthcare industry), com-
pliance with EU privacy law is a major
commitment when using the cloud that
requires careful analysis.

Two definitions from the Directive
are relevant for the cloud: “data con-
troller” and “data processor”. While a
law firm using the cloud is clearly a data
controller (and therefore it is fully liable
for any breach of privacy law commit-
ted by the provider), the role of the
cloud provider is in many cases uncer-
tain. In a private cloud, the provider is

only a data processor, while in a public
cloud – where it has a greater control
over data and autonomy in the choice of
purpose and means of processing – the
provider can also be a controller.  For
this reason social network providers
may well be considered to be con-
trollers under EU law.  These conclu-
sions find support in two opinions by
the Article 29 Data Protection Working
Party. In Opinion 1/2010, the Working
Party opined on the interaction
between “controller” and “processor”.
In Opinion 5/2012 specifically on
Cloud Computing, the Working Party
applied those concepts to the cloud:
“[t]he cloud client determines the ulti-
mate purpose of the processing and
decides on the outsourcing of this pro-
cessing and the delegation of all or part
of the processing activities to an exter-
nal organisation. The cloud client there-
fore acts as a data controller.” The
Working Party also opines that the gen-
eral principle is that cloud providers are
processors: “When the cloud provider
supplies the means and the platform,
acting on behalf of the cloud client, the
cloud provider is considered as a data
processor.” 

The interplay between user of the
cloud and cloud provider (often
providers since the cloud is increasingly
a composite service) raises very com-
plex issues of responsibilities and choice
of law. In certain cases, the cloud
provider is a joint controller or a con-
troller of a different processing, so that
an additional consent from law firm’s
clients is required. In addition, a law
firm, if not otherwise subject to EU pri-
vacy law, might become subject because
of the location of the provider.  Article 4
of Directive makes an organisation sub-
ject to EU privacy when (a) the process-
ing is carried out in the context of the
activities of an establishment of the con-
troller on the territory of the Member
state; . . . [OR] (c) the controller . . . for
purposes of processing personal data
makes use of equipment, automated or

otherwise, situated on the territory of
[the EU]...”4 When applying these prin-
ciples to cloud computing, a significant
issue arises: where is a cloud “located”?
Opinion 8/2010 Article 29 Working
Party suggests that the location of the
data is not of fundamental importance
because “[i]t is sufficient that the con-
troller carries out processing in the con-
text of an establishment within the EU,
or that relevant means is located on EU
territory to trigger the application of
EU law.” The issue remains unclear for
those controllers (for example, an
American-based law firm with no office
in Europe) that are not located in
Europe (not having a European estab-
lishment and not using any equipment
there) but that do use a cloud that might
use equipment (e.g. servers) located in
Europe. To complicate the issue, it is
often unknown to the cloud users
where cloud servers are located and
where in particular their data are stored.

All these points – which are dis-
cussed in our paper - should be part of
the due diligence described below.

te^q pelria lod^kfp^qflkp
`lkpfabo
The following framework for analysis
of cloud services has been developed
for law firms but is largely applicable to
any organisation.
NK= fÇÉåíáÑó= íÜÉ= íóéÉ= çê= íóéÉë= çÑ

ÅäçìÇ=ëÉêîáÅÉë=íÜ~í=íÜÉ=Ñáêã=áë=ÅçåëáÇJ
ÉêáåÖ=ìëáåÖ=~åÇ=ÅçåÇìÅí=~=ÅçëíLÄÉåÉÑáí
~å~äóëáëW=Three cloud service models
currently exist: Software as a Service
(SaaS), Platform as a Service (PaaS),
Infrastructure as a Service (IaaS). Also,
the deployment models are four: Pri-
vate cloud, Community cloud, Public
cloud, and Hybrid cloud. We focus on
SaaS (most often in public cloud),
which is the service most adopted by
lawyers but the suggestions below are
also useful for law firms using different
service or deployment models.

For each SaaS that a firm is
 considering, a cost/benefit analysis

Reconciling US and EU
approaches to cloud contracts
Can firms, with offices in both the EU and the US, adopt a unified approach to cloud?
Nathan M. Crystal and Francesca Giannoni-Crystal provide tips for choosing a provider.
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should be done to determine whether
the adoption makes economic sense. In
our opinion the analysis is clarified if
the economic costs and benefits are
evaluated before moving to a second
step of evaluating the ethical and legal
risks; if a service does not make eco-
nomic sense, evaluation and manage-
ment of risk becomes unnecessary.

A number of components of the
cost/benefit analysis can be quantified,
but some will be subject to a more judg-
mental determination. Email is proba-
bly the most ubiquitous cloud service
used by lawyers. Why? While it may be
unclear whether many SaaS pass a
cost/benefit test, email passes with
flying colors. The cost of email is mini-
mal and may even be nonexistent, while
the benefits in terms of efficiency,
speed, and cost reduction through
saving of postage, paper, and staff time
are great. Another benefit of the cloud
is that it allows lawyers to stay abreast
of technology, as required by their ethi-
cal duty of competence and now
expressly provided by Comment [8] to
American Bar Association (ABA)
Model Rule of Professional Conduct
1.15. The cloud usually allows lawyers
to use the latest technologies, the soft-
ware updates are automatic, and so are
the backups. 
OK=fÇÉåíáÑó=íÜÉ=êáëâë=~ëëçÅá~íÉÇ=ïáíÜ

íÜÉ= é~êíáÅìä~ê= ÅäçìÇ= ëÉêîáÅÉW=Lawyers
have various ethical obligations that are
associated with the use of cloud services
and should identify the risks that could
result in ethical violations, legal liability,
damage to the reputation of the firm, or
all of these.  Especially important are
the following obligations flowing from
ABA Model Rule:
•    Competency: Communication to a

client of material information,
which would include the duty to
inform a client of a security breach
regarding the client’s data. 

•    Confidentiality regarding client
information requiring the lawyer to
use reasonable care to protect
against the unauthorised disclosure
of client information. 

•    Maintenance, preservation, and
delivery of client property on termi-
nation. 

•    Supervision of the work of both
lawyers and non-lawyers, including
cloud service providers. 
Violation of these ethical duties

could result in malpractice or discipline
for violation of duties to clients or both.
Also, improper handling of data can
damage the reputation of a firm, result-
ing in the loss of substantial business. In
addition to ethical risks, there are other
risks associated with the cloud: legal
risks (e.g. breach of contract), security
of data risks (i.e. violation of data
breach laws), and “technical” risks,
both external and internal risks. 

Major external risks associated with
SaaS are:
•    Unauthorised disclosure resulting

from security breaches of the
provider;

•    Other unauthorised disclosures
resulting from inadequate proce-
dures by providers to deal with
demands for information, such as
subpoenas;

•    Lack of clarity about data owner-
ship and a provider’s ability to
license use of data;

•    Temporary loss of access to data
due to Internet connection failure,
provider’s maintenance, or
provider’s failure;

•    Permanent loss of data resulting
from a provider’s business failure;

•    Geographical risks associated with
location of servers housing the data
in other countries where the gov-
erning law may be different;

•    Problems of return of the data on
termination of service.
Risks can be evaluated generally, but

specific situations may create
 specialised risks.6

As for the “internal risks”, they
result from the firm’s failure to adopt
and implement policies and procedures
designed to eliminate or minimise the
external risks. Law firms face their own
internal risks in handling data regardless
of whether they use cloud services.
Therefore they need to establish appro-
priate policies and procedures to elimi-
nate or minimise risks associated with
their own use of data (e.g., policies
regarding the types of devices that
lawyers can use in dealing with client
data and disposal of those devices).
PK=q~âÉ=ëíÉéë=íç=Éäáãáå~íÉ=çê=ãáåáãáëÉ
íÜÉ= êáëâWOrganisations should ask
detailed questions and use reasonable
care to evaluate the risks associated with
use of cloud providers: 
1.   What is the general reputation of

the provider for quality and

 security? Has the provider been
recommended by bar associations
or otherwise received recommenda-
tions or certifications from rep-
utable businesses or organisations?

2.   What are the measures that the
provider takes to protect the securi-
ty of the data from unauthorised
access?

3.   What are the industry standard
measures of security?

4.   Is the provider compliant with such
standard measures?

5.   What does the service agreement
say with regard to steps the
provider will take if there is a secu-
rity breach to mitigate the breach?

6.   What does the service agreement
state with regard to notification of a
security breach?

7.   Does the firm have in place internal
policies and procedures that require
any lawyer or non-lawyer employ-
ee who learns about a security
breach to notify a firm’s
 management?

8.   What does the service agreement
provide with regard to notification
to the firm if the provider receives a
subpoena or other request for
 information?

9.   What does the service agreement
provide with regard to ownership
of the data, use of the data by the
provider, and licensing of the data
by the provider? The agreement
must provide that the law firm or
the client, as the case may be, is the
owner of the data. Use of subcon-
tractors by cloud provider should
only be allowed with the express
written consent of the law firm or
client, depending on who is the
owner. In case the service agreement
has a non-negotiable clause that
allows the outsourcing of data, the
law firm must obtain client consent
to use that provider. If the service
agreement allows the provider to
use the data, the nature of the use
must be evaluated to determine if it
complies with lawyer’s professional
obligations and with the protection
of attorney-client privilege; such
use will require client consent as
well, unless it is for the benefit of
the client-lawyer relationship (e.g.,
uploading of a lawyer’s time with
automatic generation of an invoice).

10. What does the service agreement
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provide with regard to interruption
of service due to a provider’s
 maintenance? 

11. What does the service agreement
provide with regard to access and
recovery of data if the provider suf-
fers an interruption of service either
temporary or permanent?

12. What methods of backup of data
does the provider have?

13. Does the firm have in place meth-
ods of backup and retrieval of data
if the data cannot be obtained from
the provider?

14. Where are the servers of the
provider located? If the servers are
located in other countries where the
applicable law governing data secu-
rity differs from that of the country
of the law firm, does that foreign
law apply to the data in question? If
so, what steps, if any, can the firm
and the provider take to avoid the
storage of data in those countries (if
not desirable or not allowed by
law)? The location of the servers is
particularly important for the appli-
cation of European privacy law.
Appropriate provisions could be
included in the service agreement to
address this issue. In case the law
firm knows that the cloud servers
are located abroad, prudence sug-
gests that law firm should inform
the client of this fact and obtain
client consent (a law firm can do
this by inserting a technology poli-
cy clause inside its retainer
 agreement).

15. What does the service agreement
provide about return of data on
 termination of service? 

16. Has the firm adopted appropriate
policies and procedures, including
training of lawyers and non-lawyers
regarding use of cloud services and
use of devices associated with those
services?
These questions can be summarised

into a shorter due diligence standard
that combines the external and internal
risks: in deciding whether to use a cloud
service a firm should do due diligence on
the provider, review the service agree-
ment for compliance with the lawyer’s
professional obligations (competency,
confidentiality, communication, protec-
tion of property, and supervision of
non-lawyer providers) and with privacy,
and institute internal policies and

 procedures with regard to the use of the
service to comply with the firm’s
 professional obligations.
QK=j~âÉ= ~=ÇÉÅáëáçåW=The firm must

decide whether to employ the service
based on its cost/benefit analysis, iden-
tification of the relevant risks, and steps
that it can take to minimise the identifi-
able risks. The decision is in part objec-
tive – the direct economic costs and
benefits associated with the service.
However, a significant part of the deci-
sion will be subjective based on antici-
pated benefits that are difficult to meas-
ure, e.g., projected increase in
productivity, likelihood of occurrence
of a risk factor, and the consequence to
the firm and its clients if one of the
identifiable risks materialises.
RK= mçëí= ÇÉÅáëáçå= çÄäáÖ~íáçåëW= The

cloud computing inquiry should not be
static. As technology and the relevant
law evolve, a lawyer’s understanding
should keep pace. A lawyer should: 

a)   periodically review current data
security measures, both those of
providers and internally; 

b)  stay abreast of best practices in data
security and implement them; and 

c)   keep informed of changes in the
law, particularly as they relate to
privileges and waivers.
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and Contract Law, University of South
Carolina (admitted GA, NY and SC).
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